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THANK YOU TO THE DMP AND WORKSHOP ORGANISERS

· Good morning. Thank you for the opportunity to speak today on a topic that is highly pertinent for the future of digital media distribution, namely the impact of international standardization on the emerging global infrastructure. 

· I would like to show my appreciation to the host of today’s workshop Matsushita Electric Industrial Corporation and in particular Minakata-san, Senoh-san and Nakamura-san.

· I would like to thank my colleagues and collaborators in this workshop, Leonardo Chiariglione, Professor Yasuda-san, Professor Wen Gau, Professor Hashimoto-san, Majima-san, and Matsushita-san for permitting me to share my ideas in this forum.


· I would also acknowledge the work of my collaborator, Kimura-san, and thank him for his valuable ideas. He has teaching commitments this week.


· Kogure-san deserves a very special commendation for his efficient and brilliant organization of today’s workshop.

· The Digital Media Project is to be commended for convening this event today.  Standardization in digital media distribution is an issue of vital importance to authors and rights holders, to media companies, to the global economy, and, most important, to the consumers who cherish the media products.

· I would like to express my gratitude to you, the participants, some of whom have traveled very far to be here today, as well as our dedicated contributors not able to be present, and hope that this workshop will serve to document the gravity of today’s situation for us and the industry at large.


· I thank you, DMP, for taking an active interest in digital rights management and I pledge my support for the work you are doing in trying to make digital rights management a viable tool to curb piracy, promote the usage of content, with respect to rights’ holders, across a variety of devices, and encourage the growth of the digital content market.


· Going forward, I hope you will draw upon my expertise in digital content, DRM, and media distribution technologies for any assistance I can provide.

INTRODUCTION

· The Digital Media Project aims to resolve the issues of incompatible formats and technologies used in digital media distribution.

· The basic principles of Digital Rights Management—DRM—and the interoperability of DRM systems, focus on the elements that must be standardized to enable the seamless exchange of digital rights information. 

· I maintain that in order for the digital world to meet its promise, a new media infrastructure must be established. Similar to the conventions and standards that underpin the Internet, effective and interoperable DRM is a prerequisite for this media distribution infrastructure. 

· These elements are, of course, agnostic to content type, since any interoperability standard of value to the industry must be applicable across all content formats.  The DRM interoperability framework that I discuss with you today is not intended to be comprehensive or definitive, but a starting point for a more thorough review of the standards, technologies, and business considerations surrounding interoperability.  

DIGITAL RIGHTS MANAGEMENT

· New Internet and other digital distribution and business models have spawned the development of technologies necessary to manage, secure, control, and automate the flow of and access to digital content.  Digital Rights Management—or, more commonly, DRM—is the term used to define these technologies collectively. It is undisputed that, as the media industry enters the digital age, with the rules of the game have changed.

· At a town hall meeting on March 13, 2001, at the Beverly Hilton, titled “A Look at the Media Industry as It Enters the Digital Age,” the Hollywood Reporter quoted Middelhoff: 

· “The music industry ‘underestimated’ the Internet, the Bertelsmann chief said, and was ‘caught unprepared’ by the advances in technology. It is not fair, he added, for the music companies to ‘criminalize the community of Internet lovers.’ Bertelsmann broke ranks with the major label groups by teaming with the file-swapping service. Middelhoff assured the audience that the chairmen of major label groups – Sony Music, EMI, Universal Music Group, Warner Music Group and Bertelsmann’s music company BMG Entertainment – are all willing to work with Napster once a legitimate business model is established.”

· The digital media market opportunity is in danger of being wasted. The fear of piracy has paralysed the traditional industry business model. Industry players from IT, media, CE and telecommunications have failed to embrace the challenge in unison and adapt reliable standards. It’s fair to say that no one body, with the exception of the DMP, seeks to address issues and promote standards across the entire media value chain.

· Today, millions of customers have turned to illegitimate sources of digital content not simply because they can, but because the media industry has failed to satisfy their changing demands. 

· The titans of the media world failed to foresee how technology would challenge traditional business models. When consumers showed how it would, the industry chose to defend itself against change rather than embrace the opportunities technology presented. 

· As a result, the digital media market is in gridlock, lacking both a moral and technological framework and a strategy for the future. 

· The industry’s approach to the digital world is focused almost entirely on the fight against the illegitimate distribution and consumption of content. But instead of counting the costs of file sharing, the industry must consider the far larger opportunity costs of failing to embrace fully the digital age. 

· Some of us here today share a bigger vision, a digital age in which the exchange of digital material is encouraged rather than discouraged. Quite beyond the realm of entertainment, this world would see individuals, businesses, educational establishments and public sector organisations creating and exchanging content, goods and services of forms and in ways that have yet to be conceived. The commercial, social and cultural benefits are incalculable.

· It is widely recognised that the standards governing the interoperability of Digital Rights Management (DRM) technologies is essential if we are to relieve today’s digital gridlock, satisfy consumers and give content creators the confidence they need to deliver digital goods and services. 

· Digital distribution of content necessarily entails the exchange of rights-and-conditions information between the entities in the media workflow or at each step of the value chain.  

· Competition in the DRM technology market begets incompatible technologies that cause conflicts as they operate horizontally along the value chain.  It is common, for example, that a digital content file, from say Apple’s IPOD service, is encrypted and packaged in a format that is incompatible with the player software, say from Microsoft, that resides on a consumer’s PC. 

· As the chain of interoperability breaks down due to balkanization of DRM technology, the feasibility of successful digital media commerce models is decreased.

· While CTO at Bertelsmann, we quietly began to comprehend the challenge that the industry faced in real terms. There was a technology, but the real challenge was about the lack of business models, in fact standard or commonly accepted business mobels are the basis for distribution. In a world where manufacturing and inventory (of CDs) play a large role in financing and advance payments to media, the world of digital media was hard to grasp.  For instance, up-front payments of hundreds of millions of dollars would have been required to begin media distribution in Napster, assuming that the copyright and piracy claims from Napster, pre-Bertelsmann, could be settled.

· Napster’s response to the legal threats to close it down was to introduce more technology, such as sophisticated fingerprinting technology to check music content on the fly. As Bertelsmann talked to its peers about the new infrastructure, Napster came up with yet another software idea – upgrade MP3 to .NAP, a Napster proprietary format that extended MP3 with some rights information. Upgrade served the software industry, especially in the years of hyper innovation, as a way of getting people to keep paying. Today, Apple has taken a very similar approach to file format.

· As the film and video industry faces a new era of technology, distribution standards become essential. A prominent example of DRM technology they employ is watermarking, which is an information-hiding technology that enables the embedding into digital content imperceptible or invisible information, e.g., authorship or ownership details.  The detection of this “embedded sign” enables the content owner or distributor to identify the buyer, who purchased certain rights to this file via an online commercial transaction.  Watermarking’s effectiveness is, of course, a function of its resistance to erasure during copying and transmission.  Robust watermarks can survive even an analog-digital transmission.  The interoperability conventions and standards would further the movement in the industry toward universal watermarks for digital content. 

· A recent publication regarding the management of copyrights and other rights in the EU internal markets, states “In the view of the Commission, the development of digital rights management systems should, in principal, be based on their acceptance by all stakeholders, including consumers, as well as on copy right policy of the legislature. A prerequisite to ensure Community-wide accessibility to DRM systems and services by rightholders as well as users, and in particular consumers, is that DRM systems and services are interoperable.”

· Later in the same paper, the Commission notes, “Arguably the widespread deployment of DRMs as a mode of fair compensation may eventually render existing remuneration schemes (such as levies to compensate for private copies) redundant thereby justifying their phasing down or even out.” 

· Clearly there is a need for interoperability standards. With almost every constituent crying out for better solutions, why haven’t we succeeded yet?

DIGITAL MEDIA INTEROPERABILITY FRAMEWORK

· The digital media value chain, which advances the successful exchange and distribution of digital content, depends entirely on the cooperation of both the industries engaged in the creation and distribution of such content and the budding DRM industry.  To enable seamless digital transactions, a broad framework of technology standards must be defined, within which mark-up language, directory services, application programming interfaces, and commerce conventions work together to make DRM applicable across the various competing technology solutions.

· DRM interoperability is the ability of a system or a product to work with other systems or products.  Fundamentally, this requires adherence to published interface standards that allow devices and applications to communicate seamlessly using well-defined protocols and structured, unambiguous information.  

· The DRM value chain shown above encompasses content creation, production, delivery, and consumption.  Throughout, content must be identified, managed, and protected.  The smooth flow of content along this chain occurs over a heterogeneous set of devices, terminals and networks.  

· Technology for its own sake is hardly needed today.  The marriage of technology and standards will be needed to make progress. Interoperable DRM technology standards—which do not yet exist—are the framework within which interactions of different technologies, each with its own models, rules, procedures, interests, and content formats, are harmonized and, if possible, automated.  Furthermore, such standards are the only means by which secure delivery, effective rights validation and reporting, user privacy, and the management of financial transactions are assured across the range of content type, enabling the optimum user experience.   

· Digital rights metadata refers to data that describes the rights, permissions, and commercial rules associated with a digital content file.  Digital rights metadata is often embedded by the content originator and may be augmented by additional rights information as the digital content progresses through its lifecycle.
· Rights expression language is a precise syntax through which a file’s digital rights metadata can be unambiguously expressed.  A standard, cross-industry rights expression or markup language facilitates the flow of rights information through the content value chain and across proprietary technologies.  

· MPEG, a standards body working on an interoperable multimedia framework, has chosen XrML (MPEG REL) as its reference rights expression language.  XrML appears to be a robust technology, which is poised for broad adoption, one step toward overall DRM interoperability.  Yet many DRM products do not support, or even plan to support, XrML.

· Directory services are repositories for information about network-based entities, such as services, applications or files.  Directory services provide a consistent way to name, describe, locate, access, manage, and secure information about the data and resources.  They take an important step toward consolidation by offering standards-based interfaces allowing for interoperability and centralized directory management. 

· The idea behind the software industry’s UDDI project (Universal Description, Discovery, and Integration) is to create and establish a common registry of industry wide e-commerce offerings.  Analog to this “open directory,” a set of clear, consistent, structured, and integrated definitions of terms for use in the rights expression language must be provided by such a Directory Service in order to assure the flow of information in the DRM value chain.

· Frankly, several of us were assembled a few years ago in the mountains surrounding Hotaka for the so called Wasabi conference. Many ideas regarding global identifiers for media, an atomic element mandatory in the digital distribution chain, lay by the wayside today as our industry focuses instead on self preservation and walled garden solutions. The new infrastructure needs a global registration service for without on there can only be limited interoperability, and I urge all of us to embrace these good ideas, promote their implementation, and foster their acceptance. 

· A consistent, open Application Programming Interface (API) allows a software developer to write an application on one computer and have a high level of confidence that it will run on another computer of the same type.  Even if a particular computer is unique, an operating system can ensure that applications continue to run when hardware upgrades and updates occur, because the operating system and not the application is charged with managing the hardware and the distribution of its resources.  To enable openness amongst DRM solutions, a set of available API’s has to be provided by each vendor.

· For example, open API’s are enabling processes like format conversion among proprietary encoding formats or check in/out routines for acceptance of new digital content in dialog with directory services and registries.  These routines are allowing flexibility and portability for any kind of digital content, including methods to ensure the persistent protection of content, rights, and rules over time.  A set of open API’s, with the same basic functionality, supported by DRM products will foster the interchange of digital content without hindering the vendor’s product design.

· Furthermore, using perhaps HDMI initiative as an example, there needs to be closer cooperation between consumer electronics companies regarding chip level features and APIs. Reaching below the operating systems to govern the accessibility of data could lead to a whole new arena for digital content flow.

· Commerce conventions regulate the distribution of DRM digital content.  Digital transactions require interoperability, directory services, and standardized interfaces between various DRM systems based on open communication protocols.  These mechanisms, e.g. the regulation of the micro-payment processing with clearinghouses and financial institutions, are core functionalities in the DRM value chain.

· In converting analog content to digital form, compression and data reduction may occur, depending on the content type, e.g. audio, video, or print.  There are various unique and incompatible data reduction methods that require different software playing applications as well as en/decryption methods.  Standardized API’s could enable this kind of conversion between different encoding methods. 
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CONCLUSION AND NEXT STEPS

· In closing, I thank and salute you for the leadership you have shown in this area of vital importance to content creators and consumers. Without a doubt, producing a mutually acceptable digital media distribution infrastructure is the essential first step toward realizing the commercial success that efficient digital content distribution promises.  

· As I hope to have explained in the last half hour, the impact of international standardization for digital media distribution is tremendous. The pressures facing chip and device manufactures, the demands for creative and innovative fun media, the free flowing governance of the Internet, the increasing level of interest from our governments in cultural and social impacts of digital media, the massive build out of telecommunications capacity  all point towards the need for broader conventions.

· DRM interoperability standards, well designed and though through, created in concert with technologists from leading companies such as Panasonic, Sony, Microsoft, and IBM, will ensure full respect for intellectual property rights and payment for artists and rights holders, while providing adequate protection against illegal copying and distribution of copyrighted works.

· As we tackle this most important task, I look forward to working with you to bring about meaningful standards for digital media distribution. Beyond this, the industry players would benefit by supporting the Digital Media Project’s goal, as an independent body, to formulate requirements, leading to international standards, for third parties, including the hardware, software, and consumer electronics industries, and focusing on the development of a global distribution infrastructure under consideration of the entire media value chain.

· The Digital Media Project addresses these issues as opportunities to advance the cause of media distribution and the promise of fair use, and works in concert with other standards bodies to align the industry towards DRM interoperability and a comprehensive digital media distribution infrastructure.

· Lastly, I thank you all for listening to my ideas; I appreciate your patience and your time. I hope that our efforts for standardization in the next few days will be fundamental in building the future of digital media distribution. 
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