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Approved Document No. 5, WD 2.0
Technical Specification: Certification and Registration Authorities
Foreword

The Digital Media Project

The Digital Media Project (DMP) is a non-profit Association registered in Geneva, Switzerland. Its mission is to promote the successful development, deployment and use of digital media that respect the rights of creators and rights holders to exploit their works, the wish of end users to fully enjoy the benefits of digital media and the interests of value-chain players to provide products and services, according to the principles laid down in the Digital Media Manifesto” [7].
Membership in DMP is open to any corporation and individual firm, partnership, governmental body or international organisation. DMP does not restrict Membership on the basis of race, colour, sex, religion or national origin. By joining DMP each Member agrees, both individually and collectively, to adhere to open competition in the development of digital media technologies, products or services. 

DMP Members are not restricted in any way from designing, developing, marketing or procuring digital media technologies, hardware, software, systems or services. Members are not bound to implement or use specific digital media standards, recommendations and specifications by virtue of their participation in DMP.

The goals of DMP are realised by developing Technical Specifications, Technical References and Recommended Practices enabling businesses that support new or improved end-user experiences and Recommended Actions to appropriate entities to act on removal of barriers holding up exploitation of digital media. Technical Specifications, Technical References, Recommended Practices and Recommended Actions are collectively called "DMP Approved Documents". 

DMP will contribute the results of its activities to appropriate formal standards bodies and other appropriate entities whenever this is instrumental to achieve the general DMP goals.

DMP Approved Documents are developed by participating DMP members on the basis of responses to Calls for Proposals that are submitted by both members and non-members. DMP Approved Documents are publicly available documents whose copyright is retained by DMP. Electronic copies of DMP Approved Documents can be obtained from the DMP web site (http://www.dmpf.org/) or from the DMP Secretariat (secretariat@dmpf.org).

DMP develops Approved Documents and makes them available in a form such that users of the Approved Documents can implement them either freely, or on a royalty-free basis or on fair and reasonable terms and non discriminatory (RAND) conditions following the IEC/ISO/ITU policy on IPR in international standards. When issuing Calls for Proposals DMP explicitly advises Respondents to the Calls of this policy.

If DMP references an external standard or specification in a DMP Approved Document, DMP expects that the same IPR policy, or a comparable one, has been adopted by the entity that produced the standard or specification. 

However, it must be noted that DMP is not in a position to make any expressed or implied guarantee that licensing of any of the technologies relevant to any or all of its Approved Documents can indeed be obtained either royalty free, or at RAND terms.
Media and Digital Technologies

Media content has always played an important role in all societies and manifold technologies have been invented and deployed to provide means to store and distribute media content. The complexity of these technologies and the stimulus to provide ever-enhanced end-user experiences have created very complex media content value-chains populated by an increasing number of interacting intermediaries providing increasingly sophisticated services to the two extremes of the value-chains – creators and end users – as well as  to the various intermediaries in between. In DMP all players in the value chain – Creators, Intermediaries and End-Users – are generically called Value-Chain Users or, simply, Users. Terms beginning with a capital letter are defined in the DMP Terminology [6].

Media value-chain technologies have been designed with two main purposes in mind: the first to provide or augment the end-user experience, and the second to augment the capability to distribute media content. The latest round of technologies are digital. They have augmented the end-user experience, e.g. by providing very high quality audio and video that does not deteriorate with different generations of copies, and have dramatically increased the distribution potential of media content in combination with the development of digital networks.

The result today is that the traditional means to manage the value of media content along the value-chain are fast losing their established meaning. This is the source of various difficulties and is the major cause of the poor exploitation of the potential of digital media technologies. Digital Rights Management (DRM) has been advocated by many as the set of technologies that can overcome these difficulties.

The Digital Media Project agrees that DRM has the potential to combine the benefit of digital technologies with the need for a virtuous circle that motivates creators to continue creating because means of remuneration are provided by DRM technologies. However, DMP sees serious problems in the introduction of DRM technologies that are not interoperable.

A DRM system can be described as a particular form of communication system designed to provide controlled communication between two or more entities. As such the implementation of a DRM system may requires a broad range of communication technologies. Unless these are designed in such a way as to enable communication between two different implementations, DRM becomes an obstacle to communication between Value-Chain Users. This has particularly serious consequences in the case of the End-User because the lack of interoperability detracts from the End-User experience and thus may seriously impede the take off of services based on Governed Content.

Standards can bring benefits to the very special type of communication systems called DRM. However, the application of standards obeys different rules because DRM is tightly connected to business practices enabled by the introduction of digital technologies. As these are currently forcing changes in the way value-chain users conduct their business, it is hard to define what kinds of standards are required now as the only thing known is that media business is rapidly changing. This also adds to the difficulty of forecasting what kinds of standards will be needed in the future.

A solution can be found by breaking down the way value-chain users do business between themselves into the performance of diverse functions. Typically these functions are a combination of smaller functions that DMP calls “primitive functions”. While functions are changing as a consequence of the evolution of media business in the value-chain, primitive functions are in general more stable. Therefore DRM standardisation can be achieved by standardising the means to perform primitive functions.

A consequence of the above is that it is difficult to define a universal “DRM standard” that provides interoperability between every variety of different Users in arbitrary value-chains or across different value-chains. It is considerably easier to select a value-chain serving a specific goal and standardise its required DRM technologies. This may provide a solution for the contingent needs of today and for a specific value-chain, but it would fly in the face of advancing convergence.

The DMP approach to DRM standardisation is based on the following process

1. Specifications are developed in phases
2. Use Cases deemed to be significant are identified

3. Primitive Functions that are required to implement the selected Use Cases are singled out

4. Requirements for Primitive Functions are developed through inputs from relevant Value-Chain Users

5. Calls for Proposals for technologies implementing the selected Primitive Functions with the identified requirements are issued

6. The technologies selected – called Tools – are documented in technical terms through an open process

7. Specifications of how Tools can be assembled to implement the selected Use Cases are developed

8. In a subsequent phase of specification development Calls for Proposals for additional Tools needed to support new Primitive Functions or additional functionalities of existing Tools are issued.

Note that DMP favours the adoption of Tools that have already been developed, standardised or adopted by other bodies, possibly adapting them to DMP needs.

DMP calls the ensemble of all standardised DRM Tools “Interoperable DRM Platform (IDP)”. The IDP provides three major advantages:

1. A great variety of Value-Chains can be implemented using a combination of standard technologies drawn from the IDP and, through additional standardisation, this potential can be extended to support unpredictably new Value-Chains

2. Access to standardised Tools may have reduced cost because Tools may find multiple usages and may be provided by multiple suppliers

3. An enhanced degree of interoperability is achieved between different Value-Chains.

DRM requires more than technology

In spite of the value DMP recognizes for Interoperable DRM as the main digital media-enabling technology, DMP has noted that DRM has the potential to substantially alter the balance that has been in existence in the analogue world between different Users of Content, in particular when one of them is the End-User. If not appropriately remedied, this imbalance may lead to a significant reduction of the scope of Traditional Rights and Usages (TRU) of Users. A possible outcome is the outright rejection of the new technology on the part of some Users, in particular End-Users perceiving the DRM media experience as inferior. 

DMP is not claiming that an established TRU necessarily implies a right of a User to a particular Use of digital media but simply that, if Users have found a particular Use advantageous in the analogue domain, they are probably interested in continuing to exercise that Use in the digital domain as well. Leveraging upon this interest may provide opportunities for new “Digital Media Business Models” that are attractive to Users but respectful of the Rights of those who have created Works and invested in making Content.

Therefore DMP will be adding technologies to its specifications to make the exercise of TRUs technically possible. However, even a summary analysis shows that many TRUs have a legislative/regulatory impact that needs to be addressed by proper authorities. This can only be done within individual jurisdictions by determining which TRUs shall mandatorily be supported by the Interoperable DRM Platforms operating under their jurisdiction and which TRUs can be left to private negotiations between Users. This is a challenging task because it requires blending knowledge encompassing the legal, social and economic fields with in-depth knowledge of the highly sophisticated and unusual DRM technologies.
The suite of DMP Approved Documents

So far DMP has produced the following Approved Documents:

1. Approved Document No. 1 – Use Cases [1]: a collection of all Use Cases that are supported by Tools at a given phase of DMP specifications.

2. Approved Document No. 2 - Architecture [2]: a general architecture that represents the digital extension of today’s media value-chains and collects the basic assumptions and technologies underlying the establishment of IDP-enabled Value-Chains at a given phase of DMP specifications. 

3. Approved Document No. 3 – Interoperable DRM Platform [3]: a collection of technical specification of basic Tools that are needed to implement Primitive Functions at a given phase of DMP specifications. 

4. Approved Document No. 4 – Value Chains [4]: a collection of normative examples of Value-Chains or of portions thereof implementing the Use Cases considered at a given phase of DMP specifications using the Tools drawn from the IDP Toolkit. 

5. Approved Document No. 5 – Registration Authorities [5]: a set of operational rules for Registration Authorities established to Assign Identifiers to Content, Devices and other Entities. 

6. Approved Document No. 6 – Terminology [6]: terms and definitions that are used throughout DMP Approved Documents. Providing these terms with consistent meanings is meant to overcome the problem of DRM being a new field that impacts many existing fields with their own established and sometimes conflicting terminologies.
Further DMP is working on the following Approved Documents:

7. Approved Document No. 7 – Reference Software: a software implementation of the Tools in IDP at a given phase of DMP specifications. DMP will strive to provide the reference software as Open Source, with a license aligned to established practices, unless proof that this outcome cannot be achieved is adequately demonstrated.

8. Approved Document No. 8 – Recommended Practices for End-to-End Conformance: a set of Recommended Practices that Value-Chain Users can reference to ascertain that the Tools employed by other parties conform to DMP Technical Specifications and Technical References. 

9. Approved Document No. 9 – Recommended Action on Mapping of Traditional Rights and Usages (TRU) to the digital space: a set of scenarios of TRU support using IDP Tools with an analysis of the impact on the more relevant Value-Chain Users that can be considered by authorities to enable the benefit of TRUs – the result of decades, and sometimes centuries, of rights, exceptions and other types of usages – in a DMP-enabled world of digital media.
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1 Introduction

To perform the tasks for which they are designed, Value-Chains built to operate according to DMP Technical Specifications and References need to rely on the guaranteed Integrity of Entities such as Device and DRM Tools and the Identity of Entities such as Content, Device, Domain, DRM Tools and User.

This Approved Document No. 5 collects roles, qualification requirements, appointment procedures and operation rules of DMP-appointed Certification and Registration Authorities.

2 DMP Certification Authorities

When designing, implementing and operating Value-Chains handling Governed Content there are several cases where Entities such as DRM Tools and Devices (e.g. Creation Devices, Consumption Devices and Domain Managers) need to be Certified for operation on the IDP. This task requires specific capabilities to be performed as, in the case of Devices for example, Certification constitutes a key assurance that a Rights Holder can entrust his Content to a Device. This Certification task is typically carried out by several organisations that are properly accredited by a root authority.

In this regard the only role of DMP is to select and appoint the root authority – called Certification Authority – for any type of Entity for which Certification is required. A Certification Agency is responsible for performing tests to prove within an acceptable level of certainty that a given Entity can be permitted to operate on the IDP. Once this has been achieved the Entity can be Identified. The Certification Authority will appoint Certification Agencies on the basis of the general rules as specified in this Approved Document.
2.1 Process

For each Certification Authority the following process shall be followed:

1. When the need for a Certification Authority is identified as part of the development of one or more Approved Documents, the General Assembly will document the need in a Call for Participation;

2. The General Assembly will request the Board of Directors to issue a Call for Participation within the time set by the General Assembly;

3. The Board of Directors will receive the applications;

4. The Board of Directors will select and propose appointment of one candidate Certification Authority to the General Assembly within 180 days after the deadline indicated in the Call for Participation;

5. The General Assembly will appoint the Certification Authority;

6. The Certification Authority will receive applications from candidate Certification Agencies;

7. In case an application is rejected the applicant may appeal to the Board of Directors;

8. The Board of Directors will issue a final judgement on the appeal;

9. The Board of Directors will declare its decision to the Certification Authority and the appealing Certification Agency within 90 days from the submission deadline indicated in the Call for Participation;
10. If a Certification Authority resigns the matter will be brought up to the attention of the General Assembly.

2.2 Qualification Requirements for a Certification Authority
To qualify for designation as a Certification Authority an organization shall demonstrate that:

1. It is a legal entity;
2. It has been in existence for no less than five years;
3. It enjoys a sound financial structure;
4. It is familiar with the field in order to operate as an Authority;
5. It has employees who are technically competent in Certification of the relevant Entity;
6. It does not have a direct economic stake in the related business;
7. It commits to function in its capacity as a Certification Authority for a minimum of ten years;
8. It has sufficient equipment resources (e.g., hardware, software) and communication facilities (e.g., postal street address, telephone, facsimile, e-mail, web site);

9. If it operates with a fee structure, this structure shall be for the purpose of cost recovery, and shall be approved as part of the appointment;

10. It shall require no financial contribution from DMP and its members;

11. It shall not become a Certification Agency.
2.3 Procedure to appoint a Certification Authority
The following procedure shall be invoked whenever DMP identifies the need for a Certification Authority:

1. The General Assembly will draft a Call for Participation;

2. The Board of Directors will issue the Call for Participation by the time indicated by the General Assembly;
3. Prospective Certification Authorities shall submit an application indicating 
a. How the requirements of the Call for Participation are fulfilled;
b. The time the Certification Authority will start accepting applications from candidate Certification Agencies;

c. The criteria for accepting or rejecting applications for Certification Agencies to be applied in a strictly non-discriminatory fashion;

d. The level of administrative fees which must be based on cost recovery principles;

4. The DMP Board will 
e. Assess the applications;

f. Select one;

g. Draft the text of the agreement between DMP and the selected applicant;

h. Achieve agreement with the selected applicant;

i. Submit its conclusions to the General Assembly;
5. The General Assembly will vote on the proposal of the Board of Directors;
6. The DMP Board will inform the successful applicant of the result within 180 days of the deadline indicated in the Call for Participation.
2.4 Responsibilities of a Certification Authority
Once appointed the Certification Authority shall:

1. Handle all business in English;

2. Publish all relevant material on the Certification Authority’s web site. This will include: how to apply for a Certification Agency, the level of fees, the application approval criteria, documents describing practices and tutorials etc.;
3. Receive applications from prospective Certification Agencies;

4. Evaluate applications in accordance with the application approval criteria, including technical capabilities of the applicant;

5. Inform the applicant within 180 days of receipt of the application of the outcome of the evaluation;

6. Reconsider resubmissions of a previously rejected application as a new application;

7. Adhere to the procedure for appeals;

8. Process requests to extend the field of Entity Certification of a previously appointed Certification Agency as a new application;

9. Publish the register of appointed Certification Agencies on the Certification Authority’s web site;

10. Keep a record of all request forms, granted and denied;

11. Safeguard any confidential information;

12. Handle all aspects of the Certification process in accordance with good business practice;

13. Collect complaints about performance of Certification Agencies and act accordingly, including revoking the status of Certification Agency;

14. Inform the relevant Registration Agencies that Certification of an Entity has been revoked in case the Certification Agency responsible fails to act;

15. Report periodically to the DMP Board of Directors.

2.5 Responsibilities of Certification Agencies

1. Not to be engaged in the business for which it seeks to become a Certification Agency;

2. Apply following the procedures adopted by the Certification Authority including a description of:

a. The field of Entity Certification;

b. The technical qualifications;

c. The procedures and test suites to be employed for Certification;

3. Provide contact information;

4. Agree to set up an operational Certification Agency within 180 days from the day of receipt of acceptance of the request;

5. If the Certification Agency fails to be operational within the prescribed time the authorization may be revoked;

6. Maintain a permanent record of the application form and the notification received from the Certification Authority;

7. Keep a record of all request forms, granted and denied from companies applying for Certification;

8. Revoke Certification of Entities that are found after receiving certification that they do not fulfil the requirements and inform the relevant Registration Agencies

9. Make periodic reports to the Certification Authority.

3 DMP Registration Authorities
When designing, implementing and operating Value-Chains handling Governed Content there are several cases where Entities such as Content, Licenses, DRM Tools, Devices, Users and Domains need to be reliably and unambiguously Identified. This task requires specific capabilities to be performed as, in the case of Devices for example, Identification constitutes a key element of Trust establishment. This Identification task is typically carried out by several organisations that are properly accredited by a root authority.

In this regard the only role of DMP is to select and appoint the root authority – called Registration Authority – for any type of Entity for which Identification is required. A Registration Authority is responsible for allocating namespaces in accordance with Approved Document No. 3 [3]. The Registration Authority will appoint Registration Agencies on the basis of the general rules as specified in this Approved Document.
3.1 Process

For each Registration Authority the following process shall be followed:

1. When the need for a Registration Authority is identified as part of the development of one or more Approved Documents, the General Assembly will document the need in a Call for Participation;
2. The General Assembly will request the Board of Directors to issue a Call for Participation within the time set by the General Assembly;
3. The Board of Directors will receive the applications;
4. The Board of Directors will select and propose appointment of one candidate Registration Authority to the General Assembly within 180 days after the deadline indicated in the Call for Participation;
5. The General Assembly will appoint the Registration Authority;
6. The Registration Authority will receive applications from candidate Registration Agencies;
7. In case an application is rejected the applicant may appeal to the Board of Directors;
8. The Board of Directors will issue a final judgement on the appeal;
9. The Board of Directors will declare its decision to the Registration Authority and the appealing Registration Agency within 90 days from the submission deadline indicated in the Call for Participation;
10. If a Registration Authority resigns the matter will be brought up to the attention of the General Assembly.

3.2 Qualification Requirements for a Registration Authority
To qualify for designation as a Registration Authority an organization shall demonstrate that:

1. It is a legal entity;
2. It has been in existence for no less than five years;
3. It enjoys a sound financial structure;
4. It is familiar with the field in order to operate as an Authority;
5. It has employees who are technically competent in digital identification;
6. It is not have a direct stake in the related business;
7. It commits to function in its capacity as a Registration Authority for a minimum of ten years;
8. It has sufficient equipment resources (e.g., hardware, software) and communication facilities (e.g., postal street address, telephone, facsimile, e-mail, web site);

9. If it operates with a fee structure, this structure shall be for the purpose of cost recovery, and shall be approved as part of the appointment;
10. It shall require no financial contribution from DMP and its members;

11. It shall not become a Registration Agency.
3.3 Procedure to appoint a Registration Authority
The following procedure shall be invoked whenever DMP identifies the need for a Registration Authority:
2. The General Assembly will draft a Call for Participation;
3. The Board of Directors will issue the Call for Participation by the time indicated by the General Assembly;
4. Prospective Registration Authorities shall submit an application indicating 
a. How the requirements of the Call for Participation are fulfilled;
b. The time the Registration Authority will start assigning subordinate namespaces to Registration Agencies;
c. The criteria for accepting or rejecting applications for Registration Agencies to be applied in a strictly non-discriminatory fashion;
d. The level of administrative fees which must be based on cost recovery principles;
5. The DMP Board will 
a. Assess the applications;

b. Select one;

c. Draft the text of the agreement between DMP and the selected applicant;

d. Achieve agreement with the selected applicant;

e. Submit its conclusions to the General Assembly;
6. The General Assembly will vote on the proposal of the Board of Directors;
7. The DMP Board will inform the successful applicant of the result within 180 days of the deadline indicated in the Call for Participation.
3.4 Responsibilities of a Registration Authority
Once appointed the Registration Authority shall:

1. Obtain, where required, a namespace and use the namespace as a prefix for identifiers in accordance with the relevant part of Approved Document No. 3 [3];
2. Handle all business in English;
3. Publish all relevant material on the Registration Authority’s web site. This will include: how to apply for a Registration Agency, the level of fees, the application approval criteria, documents describing practices and tutorials etc.;
4. Receive applications from prospective Registration Agencies;
5. Review applications in accordance with the application approval criteria;
6. If the criteria are met, communicate to the applicant within 30 days of receipt of the application the assigned subordinate name spaces;

7. If criteria are not met inform the applicant within 30 days of receipt of the application;
8. Reconsider resubmissions of a previously rejected application as a new application;
9. Adhere to the procedure for appeals;
10. Process updates of a previously registered subordinate namespace as a new application;
11. Maintain an accurate register of the assigned subordinate name spaces;
12. Publish the register of the assigned subordinate name spaces on the Registration Authority’s web site;
13. Keep a record of all request forms, granted and denied;
14. Safeguard any confidential information;
15. Handle all aspects of the registration process in accordance with good business practice;
16. Collect complaints about performance of Registration Agencies and act accordingly, including revoking the status of Registration Agency

17. Report periodically to the DMP Board of Directors.

3.5 Responsibilities of Registration Agencies

1. Apply using the forms supplied and following the procedures adopted by the Registration Authority;
2. Include a description of the purpose of the subordinate name space, and the required technical details as specified in the application form;
3. Provide contact information;
4. Agree to set up an operational Registration Agency within 180 days from the day of receipt of acceptance of the request;
5. If the Registration Agency fails to be operational within the prescribed time the authorization may be revoked;
6. Maintain a permanent record of the application form and the notification received from the Registration Authority;
7. Keep a record of all request forms, granted and denied.

 Tasks of the DMP Board of Directors regarding Certification and Identification Authorities

The responsibilities of the DMP Board of Directors regarding Certification Authorities shall be:

1. Publish Calls for Participation;
2. Receive applications of organizations seeking to become Certification Authorities;
3. Select and propose Certification Authorities to the General Assembly;
4. Communicate decision of appointment to candidate Certification Authorities;
5. Review and dispose of all appeals by organizations seeking to become Certification Agencies within 120 days of receipt of the appeal by the DMP secretariat;
6. Inform, in writing, the appealing organization and the Certification Authority of the disposition of the appeal;
7. Review the annual reports of the Certification Authorities’ summary of activities;
8. Report to the DMP General Assembly any information concerning the status of operation of the Certification Authority.
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5 Acronyms

	Acronym
	Meaning

	DCF
	DMP Content Format

	DCI
	DMP Content Information

	DRM
	Digital Rights Management

	IDP
	Interoperable DRM Platform

	PAV
	Portable Audio and Video (Device)

	REL
	Right Expression Language

	SAV
	Stationary Audio and Video (Device)

	TRU
	Traditional Rights and Usages

	XD
	eXternal Device


Annex A – Example of Content Certification
The Certification Authority uses the namespace of DMPF and the DMPF scheme defines its syntax conforming to the URN syntax with a specific purpose of Identifying Content. In order to Use Content in accordance with the DMP specification, the ContentPro company asks a Certification Agency of its choice to assign the string 123456abc to a given Content Item. The Certification Agency, which was given the subordinate namespace I100 by the Certification Authority, will use the following identifier for content Certification: urn:dmpf:I100-123456abc. The syntax of Content Identifier is based on DMPF syntax. 

This scheme can also be used to support linkage to other naming schemes. For example, in order to enable support for the ISBN naming scheme (ISBN no. 12345689), the Certification Agency establishes a link between the Content Identifier mentioned above, and the ISBN number. Then, the identifier urn:dmpi:isbn-12345689 can be used.
Annex B  – Application form
B.1 TO BE COMPLETED BY APPLICANT (Certification Agency)
	Name of organisation (maximum 40 characters). Abbreviate where necessary.



	Address (maximum 60 characters), with street, city. Abbreviate where necessary.



	Principal contact in organisation                                                                    Position



	E-mail


	Telephone number


	Fax number



	Legal status of organisation
	Anticipated date of first use of sub namespace


	
	Expected number of identifiers maintained



	
	Expected number of identifiers issued annually



	
	List of countries in which the organisation is represented 


	Address for correspondence/billing



	Authorised representative

Name:
_________________________________

Title: 
_________________________________


	(On separate sheet) Details of provisions made by the application to safeguard conformance with the DMP specification (required to ensure compliance with the Certification agency responsibilities)  



	We hereby apply for the assignment of an DMP subordinate namespace, and state that the use of the sub namespace will be in accordance with the DMP specification

Signature/date




Please return application to:
The Certification Authority





Organization





Address here





Fax: 






E-mail: 
TO BE COMPLETED BY THE CERTIFICATION AUTHORITY

	Form received on


	    Subordinate namespace                   
	                   issued on

	Signature/date
















NOTICE

Use of the technologies described in this DMP Approved Document may infringe patents, copyrights or intellectual property rights of DMP Members or non-members. Under no circumstance shall DMP be held responsible for identifying any or all such rights.

Neither DMP nor any of its Members accept any responsibility whatsoever arising out of or in connection with the use of this DMP Approved Document and the information contained herein for damages or liability, direct or consequential. 

This DMP Approved Document supersedes all previous versions and is subject to change without notice.

DMP is a non profit organisation registered in accordance to the laws of Switzerland.

Copyright © 2005 – The Digital Media Project


