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Investigation and Comments on Employing TPM in Chillout
The figure below illustrates the TPM software stack. At the lowest level is the TPM hardware device, which is accessed via the TPM device driver library.
There are three ways to utilize the TPM for applications. The MS-CAPI, PKCS#11 standard interface or by implementing directly a communication interface with the TSS.
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The "native" API for the TPM is the Trusted Software Stack (TSS). It provides a wide range of TPM-specific functions.

CAPI (Microsoft's Crypto API) uses a plug-in architecture where Crypto Service Providers (CSPs) provide the required functionality. TPM-based CSPs allow access to TPM functions via CAPI. 

The PKCS-11 (Cryptoki) API is designed for access to smart cards, but TPM manufacturers often deliver PKCS-11 compatible libraries for access to the chips.
Normally TPM manufacturers provide three ways above for the applications. As soon as I know IBM Thinkpad adopts Atmel TPM, and it comes with DLL's that provide TSS, CAPI and PKCS-11 interfaces.
In the three ways, my opinion is that the PKCS-11 interfaces is the best choice for us. As TSS is not so popular nowadays, if our applications (Chillout) bases on TSS, it can only be used in the computers with TPM module.
CAPI is better than TSS for it is standard interfaces for Microsoft World. The figure below illustrates the CAPI architecture. The TPM and smartcard manufacturers provide CSP modules, and in the windows, Microsoft provides software CSP module (Microsoft RSA Base Provider CSP#1). If Chillout are based on CAPI, the computer without TPM can also use our applications, including pure Windows platform or smartcard plug-incase. The maim problem of CAPI is it is not a cross - platform solution, it can only be used in Microsoft Windows.
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PKCS-11 interfaces do not have these problems above. PKCS11 interfaces are standard interface and also cross–platform. TPM manufacturers provide PKCS-11 interfaces, smartcard manufacturer provide PKCS-11 interfaces, and Firefox also provide software manufacturer provide PKCS-11 interfaces (NSS Internal PKCS#11 Module).User can choose which module to use, according to their conditions.
For the more, Sun Microsystem provides Sun PKCS#11 Provider to connect manufacturer’s PKCS11 module in jdk5.0( http://java.sun.com/j2se/1.5.0/docs/guide/security/p11guide.html). Now Chillout security manager is developed based on java Security Architecture. So if we use TPM through PKCS-11 interfaces, the code of Chillout security manager will not be changed a lot.

I have connected a smartcard PKCS11 module to JAVA plant. But there are some parameter problems to connect NSS Internal PKCS#11 Module (embedded in Firefox) to JAVA plant. A detail report on PKCS11 and it’s usage in JAVA will be provided soon.
