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Trusted Computing
1 Overview of Open Trusted Computing (OpenTC) 

The Open Trusted Computing (OpenTC) consortium is an Research & Development project focusing on the development of trusted and secure computing systems based on open source software. The project targets traditional computer platforms as well as embedded systems such as mobile phones.
The goal of OpenTC is to protect against system-related threats, errors and malfunctions
The suggested architecture is applicable to a wide range of platform types, e.g. servers, GRID technology, mobile phones and industrial automation. It provides basic building blocks for complex, distributed scenarios with inherent, multilateral trust and security capabilities. The framework will be built  around the "Trusted Platform Module" (TPM) specified by the Trusted Computing Group (TCG) and the new generation of x86 CPUs from Intel and AMD
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We should pay attention to the WP03 and WP06 

1.1 WP03 Basic Interfaces and Trust Layers:

The aim of this WP is interfacing the trusted computing hardware with the OS and application functions by SW APIs and low level interfaces. The functions of the platform’s enhanced main processor, trusted platform module (TPM) and relevant peripherals are separated from high level software through an abstraction layer to simplify development and enable an universal approach independent of specific hardware.。

In this layer, OpenTC will enhance existing and widely accepted interface and API’s like PKCS#11, OpenSSL  and  OpenSSH by adapting them to the top layer of the TSS-stack (API and interface to the TPM) for using a protected, trusted and secure key management kernel based on the TPM. This will allow a more reliable and secure storage of  sensitive data, key material and certificates within the protected HW environment of  the TPM. Also access and authentication functions and requirements within these external interfaces can be fulfilled by the standard procedures from the TPM.  Furthermore, the IPsec configuration tools provided with Linux and the Racoon IKE demon will be adapted to use the TPM for the key storage. In order to simplify these tasks, a high-level key manager and credential service running on top of TSS-stack will be implemented.
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1.2 WP06 Prototype Applications for Proof-of-Concept
This workpackage is focused on the development of test and prototype applications that show how to use the TPM and what advantages can be gained as well as how the TPM features can be used to increase security and trust in a broad spectrum of domains: Messaging system, electronic signatures, Digital Rights Management, encrypting file systems and multi-factor authentication.
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2 PKCS #11: Cryptographic Token Interface Standard
This standard specifies an API, called Cryptoki, to devices which hold cryptographic information and perform cryptographic functions. Cryptoki, pronounced crypto-key and short for cryptographic token interface, follows a simple object-based approach, addressing the goals of technology independence (any kind of device) and resource sharing (multiple applications accessing multiple devices), presenting to applications a common, logical view of the device called a cryptographic token.
3 Conclusion
PKCS#11 can satisfy the requirement of DRM. The PKCS#11 module for IBM TPM chip is integrated in IBM client security software. PKCS#11 Cryptographic Token Interface specification can be used as the trust functions API for MXM.
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