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Proposal of generic payment/cashing interface 
for MPEG Advanced IPTV Terminal
Abstract

This document is an elaboration of the IDP v.3.2 specification of a generic payment/cashing interface and relies on the work carried out by Digital Media in Italia (dmin.it). If supported by DMP the document will be submitted to the 89th MPEG meeting.

1 Introduction

The requirements for the Advanced IPTV Terminal (N10569) include requirements for a variety of usages of digital content that include creation, publishing, distribution, access, payment/cashing, processing, re-distribution and consumption. Many of these usages require “URIs and Web technologies for payment (and cashing)”.

Why it is clear that MPEG should not enter the specifics of payment/cashing systems, the success of the AIT standard would be greatly enhanced by the availability of standard interfaces to payment/cashing systems. This is actually part of a growing awareness that more flexible payment and cashing systems are probably an important missing component for media on the web. 

This contribution contains

1. Two simple but sufficiently general use cases of two users who trade content services using payment instruments

2. A list of protocols for payment/cashing supporting the use cases

3. The payload formats.

2 Use cases

2.1 Leonardo buys a song from Mimmo (B2C use case)

Mimmo is a musician selling his own music through his web site equipped with a Content Provider Device (CPD). Leonardo, a fan of Mimmo’s music is equipped with an End User Device (EUD).

Leonardo downloads his selected music from CPD without an embedded licence. To get a licence Leonardo must download his licences from the Licence Provider Device (LPD) run by Roberto. However, Leonardo only pays Mimmo because Mimmo has a standing business relationship with Roberto.

Transactions between the three users are carried out by means of a standard set of protocols to access Cashing Service Provider (CSP) and Payment Service Provider (PSP). Note that the three users may rely on different CSPs and PSPs.

Here is a possible walkthrough:

1. CPD

a. Instructs its Payment Service Provider to pay LPD every time LPD provides a licence to one of Mimmo’s customers 

2. Leonardo 

a. Browses CPD

b. Selects a song

3. CPD shows song metadata

4. Leonardo

a. Reads the purchase conditions

b. Tells EUD that he wants to buy the song

5. EUD downloads the selected song

6. Leonardo clicks the downloaded song

7. EUD tells CPD that it is wants to buy a licence for the song

8. CPD passes on the request to its Cashing Service Provider

9. CPD’s Cashing Service Provider passes on the request to EUD’s Payment Service Provider

10. EUD’s Payment Service Provider passes on the request to EUD

11. EUD instructs its Payment Service Provider to pay

12. EUD’s Payment Service Provider informs CPD’s Cashing Service Provider that Leonardo has paid

13. CPD’s Cashing Service Provider informs CPD that Leonardo has paid

14. CPD tells EUD that Leonardo’s payment has been received

15. EUD requests a licence from LPD

16. LPD requests confirmation to CPD that EUD is entitled to receive a licence

17. CPD confirms to LPD that EUD is entitled to receive a licence

18. LPD requests its Cashing Service Provider to forward a request for payment to CPD’s Payment Service Provider

19. LPD’s Cashing Service Provider passes on the request to CPD’s Payment Service Provider

20. CPD’s Payment Service Provider pays LPD’s Cashing Service Provider
21. Licence Provider Device issues a licence to Leonardo

22. Leonardo plays the song

23. For whatever reason CPD instructs its Payment Service Provider to stop paying LPD’ Cashing Service Provider

Figure 1 depicts the sequence of steps of the use case. Letters indicate steps outside the scope of payment. Numbers indicate the possible names of protocols within the scope of payment.
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Figure 1 – Sequence diagram of the “Leonardo buys a song from Mimmo” use case
2.2 NewSP streams NewAd’s ads (B2B)

NewAd is an advertiser with a Content Creation Device (CCD) who wants to have its ads streamed by NewSP’s Content Provider Device (CPD).

1. NewAd 

a. Browses NewSP’s web site

b. Selects a contract

c. Reads the conditions

d. Tells its CCD that he wants the contract

2. CCD

a. Downloads the contract

3. NewAd

a. Fills out the contract

b. Clicks the “agree” button (a business relationship between NewAd and NewSP is established regarding the ad campaign as per agreed contract)

c. Instructs its Payment Service Provider to pay to NewSP’s Cashing Service Provider up to the amount agreed with NewSP

4. CPD

a. Receives an event (impression)

b. Requests NewSP’s Cashing Service Provider to forward a request for payment

5. NewSP’s Cashing Service Provider passes on the request to NewSP’s Payment Service Provider

6. NewAd’s Payment Service Provider 

a. Decreases NewAd’s account

b. Communicates to NewSP’s Cashing Service Provider that NewAd has paid

7. NewSP’s Cashing Service Provider 
a. Increases NewSP’s account

b. Communicates to CPD that NewAd has paid

8. NewSP’s CPD tells NewAD’s CCD that NewAd’s payment has been received

9. For whatever reason (e.g. because engaged money has been spent) NewAd 

a. Interrupts its ad campaign

b. Instructs its Payment Service Provider to stop paying to NewSP’s Cashing Service Provider

Figure 2 depicts the sequence of steps of the use case
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Figure 2 – Sequence diagram of the “2.2
NewSP streams NewAd’s ads” use case
3 Protocols to interface payment/cashing systems

3.1 Required protocols

In order to interface with payment/cashing systems the following protocols are required to satisfy the two use cases above. 

1. OpenPaymentOrder (Buyer gives his Payment Service Provider authorisation to pay)

2. PurchaseRequest (prospective Buyer communicates to the Seller his intention to buy)

3. CashOrder (Seller requests his Cashing Service Provider to issue an Order to cash an amount of money agreed outside)

4. PaymentOrder (Buyer asks his Payment Service Provider to pay or deny to pay the amount of money requested by the Seller in the CashOrder issued by the Cashing Service Provider)

5. PurchaseResponse (prospective Seller sends the information required to access the purchased good)

6. PaymentConfirmationRequest (License Service Provider asks Seller whether Buyer is entitled to receive the requested Licence)

7. PaymentConfirmationResponse (positive/negative response to the request)

8. ClosePaymentOrder (Buyer discontinues authorisation given to his Payment Service Provider to pay)

It is clear that the protocols between Cashing Service Provider and Payment Service Provider are not subject of (MPEG) standardisation as they are specific to the existing manifold payment/cashing environments.

3.2 Protocols payload

In this chapter we develop a first list of parameters of the target protocols.

3.2.1 OpenPaymentOrder
With this protocol Buyer asks his Payment Service Provider to pay Seller with conditions. The list of parameters to be exchanged is the following

	OrderNumber
	Order number issued by Buyer

	MessageTimeStamp
	Time message is issued

	Buyer
	Identifier of Buyer

	PaymentServiceProvider
	Identifier of Payment Service Provider

	BuyerAccount
	Data structure of Buyer’s Account

	ActivationTime
	Time from which requests for payments may be processed

	Seller
	Identifier of Seller

	CashingServiceProvider
	Identifier of Cashing Service Provider

	SellerAccount
	Data structure of Seller’s Account

	Amount
	Data structure amount to be paid by Buyer

	Signature
	Optional Digital Signature for message integrity and authentication


3.2.2 PurchaseRequest
With this protocol prospective Buyer communicates to Seller his intention to buy an object (e.g. a licence). The list of parameters to be exchanged is the following

	OrderNumber
	Order number issued by Buyer

	MessageTimeStamp
	Time message is issued

	ObjectInfo
	Data structure related to object (e.g. License template or License information item) to be issued if transaction is successful. 

	Amount
	Data structure related to amount to be paid by Buyer

	Buyer
	Identifier of Buyer

	BuyerAccount
	Data structure of Buyer’s Account

	Seller
	Identifier of Seller

	SellerAccount
	Data structure of Seller’s Account

	Signature
	Optional Digital Signature for message integrity and authentication.


3.2.3 CashOrder
With this protocol Seller asks his Cashing Service Provider to issue an Order to cash the agreed amount of money. The list of parameters to be exchanged is the following

	OrderNumber
	Order number issued by Buyer

	MessageTimeStamp
	Time message is issued

	ObjectInfo
	Data structure related to object (e.g. License template or License information item) to be issued if transaction is successful. 

	Amount
	Data structure related to amount to be paid by Buyer

	Buyer
	Identifier of Buyer

	PaymentServiceProvider
	Identifier of Payment Service Provider

	Seller
	Identifier of Seller

	CashingServiceProvider
	Identifier of Cashing Service Provider

	SellerAccount
	Data structure of Seller’s Account

	Signature
	Optional Digital Signature for message integrity and authentication.


3.2.4 PaymentOrder
With this protocol Buyer asks his Payment Service Provider to pay/deny to pay the agreed amount of money requested by the Seller in the CashOrder issued by the Cashing Service Provider. The list of parameters to be exchanged is the following

	OrderNumber
	Order number issued by Buyer

	MessageTimeStamp
	Time message is issued

	ObjectInfo
	Data structure related to object (e.g. License template or License information item) to be issued if transaction is successful. 

	Amount
	Data structure related to amount to be paid by Buyer

	Buyer
	Identifier of Buyer

	PaymentServiceProvider
	Identifier of Cashing Service Provider

	Seller
	Identifier of Seller

	SellerAccount
	Identifier of Seller’s Account

	Amount
	Data structure amount to be paid by Buyer

	PaymentResult
	Parameter indicating whether Buyer has executed payment or not

	Signature
	Optional Digital Signature for message integrity and authentication.


3.2.5 PurchaseResponse
With this protocol Seller communicates to the prospective Buyer that his payment has been duly received or not. The list of parameters to be exchanged is the following

	OrderNumber
	Order number issued by Buyer

	MessageTimeStamp
	Time message is issued

	ObjectInfo
	Data structure related to object (e.g. License template or License information item) to be issued if transaction is successful. 

	PurchaseResult
	If Purchase success LicenceInfo is returned

If Purchase failure, reason as a string and/or a code identifying the error which has occurred. Possible values could be

· BUYER_SERVICE_UNAVAILABLE

· SELLER_SERVICE_UNAVAILABLE

· NOT_ENOUGH_CREDIT_ON_BUYER_ACCOUNT

· REQUEST_REJECTED_BY_BUYER_SERVICE

· REQUEST_REJECTED_BY_SELLER_SERVICE

· BUYER_ACCOUNT_UNKNOWN

· SELLER_ACCOUNT_UNKNOWN

· UNKNOWN_ERROR_OCCURRED

	Signature
	Optional Digital Signature for message integrity and authentication.


3.2.6 PaymentConfirmationRequest
With this protocol License Service Provider who has received a request for a Licence by the Buyer asks the Seller whether the Buyer is indeed entitled to receive the requested Licence. The list of parameters to be exchanged is the following

	OrderNumber
	Order number issued by Buyer

	MessageTimeStamp
	Time message is issued

	Object
	Object (e.g. License template or License information item) 

	Source
	Information concerning the service and the user who should have made the payment

	Target
	What the payment was for

	Signature
	Optional Digital Signature for message integrity and authentication.


3.2.7 PaymentConfirmationResponse

With this protocol Seller responds positively or negatively response to the request. The list of parameters to be exchanged is the following

	OrderNumber
	Order number issued by Buyer

	MessageTimeStamp
	Time message is issued

	PaymentConfirmationResult
	A variable with the possible values

· PAYMENT_SUCCESSFULLY_EXECUTED

· NO_RECORD_FOR_REQUESTED_PAYMENT

· SERVICE_TEMPORARILY_UNAVAILABLE

· UNKNOWN_ERROR_OCCURRED

	Signature
	Optional Digital Signature for message integrity and authentication.


3.2.8 ClosePaymentOrder
With this protocol Buyer asks his Payment Service Provider to stop paying Seller. The list of parameters to be exchanged is the following

	OrderNumber
	Order number issued by CCD

	MessageTimeStamp
	Time OpenPaymentOrder is issued

	Buyer
	Identifier of Buyer

	PaymentServiceProvider
	Identifier of Payment Service Provider

	TerminationTime
	Time from which requests for payments shall not be processed

	Seller
	Identifier of Seller

	CashingServiceProvider
	Data structure of Cashing Service Provider

	SellerAccount
	Data structure of Seller’s Account

	Signature
	Optional Digital Signature for message integrity and authentication


4 Conclusions

This document has shown that, to support two rather general AIT use cases in which a User can perform or receive a payment, a reduced number of rather simple protocols are needed to interface with payment/cashing systems. This document, however, disclaims any intention to address the complexity of real payment/cashing systems, whether they handle currencies of any variety, including Local Exchange Trading Systems (LETS) and whether they are used for general purposes such as utility bills etc.

It is suggested that 

1. The payload of protocols be studied to confirm that the data communicated are sufficient for AIT purposes

2. More use cases be identified to confirm that the set of identified protocols are indeed sufficient for all use cases

3. Develop requirements a set of requirements 

4. Contacts be made with the relevant environments

5. Issue a Call for Proposals for protocols to access payment and cashing systems.
